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Terms of Service 

Meisterplan Software as a Service Terms and 
Conditions  

Last Updated: June 1, 2025 

 

Meisterplan Software as a Service Terms and Conditions (hereinafter referred to as “Terms of Service”) to an 

agreement entered into via the Meisterplan Webshop or in any other way (hereinafter referred to as “Agree-

ment”) between itdesign GmbH, Friedrichstrasse 12, 72072 Tübingen, Germany (hereinafter referred to as 

the “Supplier”) and you or the company/organization that you represent (hereinafter referred to as the “Cus-

tomer”), hereinafter collectively referred to as the “Parties”. 

These Terms of Service are composed of 

• the following terms and conditions for the provision of the Services by the Supplier (Part I) (hereinafter 

referred to as the “Service Contract”) and 

• the Agreement on Data Processing between the Parties (Part II) (hereinafter referred to as the “Data 

Processing Agreement”). 

 

Part I – Service Contract 

1 Subject of the Agreement, definitions 

(1) Under the Agreement, the Parties agree that the Supplier is to give the Customer the right, subject to a fee, 

to use the software application “Meisterplan” (referred to hereinafter as the “Application“). 

(2) The subject of the Agreement is the provision by the Supplier to the Customer, subject to payment of the 

fee for the term agreed in the Agreement or in a separate agreement, of the current version of the Application 

made available by the Supplier for the use of its functionalities, the technical facility to use the Application and 

the grant or transfer of rights of use to the Application. 

(3) A functional description of the Application is available for download at https://www.meisterplan.com/wp-

content/uploads/meisterplan-product-description.pdf 

The software environment approved by the Supplier for use of the Application, in particular the browser, is 

specified in the Application system requirements and is available for download at https://www.meister-

plan.com/wp-content/uploads/meisterplan-system-requirements.pdf 

https://s32500.pcdn.co/wp-content/uploads/meisterplan-product-description.pdf
https://s32500.pcdn.co/wp-content/uploads/meisterplan-product-description.pdf
https://s32500.pcdn.co/wp-content/uploads/meisterplan-system-requirements.pdf
https://s32500.pcdn.co/wp-content/uploads/meisterplan-system-requirements.pdf
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(4) Resource: A “Resource” means, hereinafter, an individual person or material resource that you plan for us-

ing the Application. Each resource may also log in as a user of the Application. If the customer uses “place-

holder”, “proxy-resources” or roles, one resource must be licensed for every represented person or material re-

source. 

Environment: An “Environment” is a logical unit on which the Application is operated. This may be a physical 

or virtual server; which can be accessed with the aid of a browser. 

(5) Deviating, conflicting, or supplementary general terms and conditions of the Customer shall not become 

part of the Agreement, even if known, unless their applicability has been expressly agreed to in writing by the 

Supplier. The Supplier's terms and conditions shall apply exclusively, even if the Supplier performs the service 

unconditionally with knowledge of the Customer's conflicting or deviating terms. Counter-confirmations by the 

Customer referring to their own general terms and conditions are hereby expressly rejected. 

(6) The use of the Application, and thus this Agreement, is exclusively intended for entrepreneurs within the 

meaning of § 14 of the German Civil Code (BGB), legal entities under public law, and special funds under public 

law. The conclusion of a contract with consumers within the meaning of § 13 BGB is expressly excluded. 

The Supplier reserves the right to request appropriate proof from the Customer regarding the aforementioned 

qualifications. 

2 Provision of the Application, securing the Application Data 

(1) The Supplier shall keep the latest version of the Application on a central data processing system or several 

data processing systems (referred to hereinafter as “Server“, even if there are several of them), in accordance 

with the following provisions. 

(2) The Application and the data entered by the Customer into the Application (hereinafter the “Application 

Data”) shall be backed up regularly on the Server, at least once daily, unless agreed otherwise between the Par-

ties. The security backup generated shall be filed on the Server. The backup thus filed shall be held for thirty 

(30) days before being automatically overwritten on the following working day. 

(3) The point of delivery of the Application and the Application Data shall be the router output of the data pro-

cessing center used by the Supplier (referred to hereinafter as the “Delivery Point“). 

(4) If you are a Competitor, defined as an individual or an entity engaged in a business that provides products 

or services substantially similar to Meisterplan's offerings, including agents, employees, or representatives, 

you are expressly forbidden from accessing or using the Application. This prohibition extends to signing up for 

free trials. Additionally, you may not access the Application for purposes of monitoring its availability, perfor-

mance, or functionality, or for any other benchmarking or competitive purposes. Violation of this clause may 

result in immediate termination of your access to the Application and may subject you to legal action. 

3 Application trial versions 
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The Customer has the opportunity to test the Application free of charge. The free trial version of the Applica-

tion shall be provided to the Customer solely for trial purposes for a limited period. A trial version is not permit-

ted to be used for normal business operations. The Customer shall refrain from transmitting personal data 

when accessing the trial version and shall only provide data that is publicly accessible to everyone and/or does 

not constitute personal data. 

The Application Data shall be deleted automatically 30 days after the end of the trial phase. 

4 Service levels 

This paragraph sets the general service levels for the use of the Application. 

(1) Technical availability of the Application 

a) The Supplier shall make the Application available to the Customer during the following System Runtime, 

with the exception of the agreed scheduled outage periods pursuant to Clause 4 (2) below. 

The “System Runtime” shall be 24 hours a day and 365 days a year. 

b) The parties agree to the periods of available use as follows: Within the System Runtime, a Primary Pro-

cessing Time is defined during which the Supplier ensures monthly availability of the Application from Monday 

to Friday from 09.00 – 17.00 CE(S)T to 99%. During this time, the longest uninterrupted downtime will not ex-

ceed 4 hours. 

All times outside the Primary Processing Time are considered as Secondary Processing Time during which 

availability is not ensured. Primary Processing Time excludes Saturdays, Sundays, January 1 and December 

25. 

c) The Application will be deemed to be available during periods of time in which 

• The Application cannot be accessed (or other faults exist) due to problems with the local IT system of 

the Customer, or in a fault in the Customer’s connection to the Server, or 

• other events occur, which are not caused by the Supplier or its agents, e.g., due to force majeure, 

abuse or operator error for which the Customer is responsible. 

(2) Scheduled outages 

Supplier may schedule outage periods in order to service and maintain the Application and/or Server, and to 

perform other tasks. The Supplier will announce scheduled outages to the Customer no less than 7 days in 

advance at https://status.meisterplan.com. 

 

(3) Measuring actual availability 

The actual availability percentage for Primary Processing Time is calculated as follows: 

https://status.meisterplan.com/
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The availability shall be determined by a monitoring instance of the Supplier. The availability of the Application 

itself as well as that of the application services (such as reporting) shall be monitored. 

Based on this monitoring procedure, data on availability shall be automatically generated, which the Supplier 

makes available to the Customer at https://status.meisterplan.com 

(4) Response times 

The Supplier shall ensure, within the Primary Processing Time only, that fault rectification work shall begin 

within a period agreed below, based on the respective fault class defined below, following receipt of a report of 

a technical fault from the Customer by e-mail or support ticket (”Response Time”). 

In the case of faults reported outside the Primary Processing Time, the Response Time shall start on the next 

business day within the primary processing time. 

Fault class    Response Time 

Fault class 1 4 hours 

Fault class 2 2 business days 

Fault class 3 5 business days 

The fault classes are defined as follows: 

Class 1: Defect that prevents operation 

A defect that prevents operation shall exist if use of the Application is impossible; a workaround is not availa-

ble. 

Class 2: Defect that hinders operation 

A defect that hinders operation shall exist if use of the application is significantly restricted and no workaround 

is available. 

Class 3: Minor defect 

A minor defect shall exist if use of the application is possible without restriction or with minor restrictions. 

 

(5) Breach of availability and remedy 

If, during the Primary Processing Time, the Supplier does not meet the availability targets set out under Clause 

4 (1), the Customer shall be entitled to demand payment of a contractual remedy (referred to hereinafter 

as “Service Level Credit“) as follows: 

https://status.meisterplan.com/
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• if the availability during the Primary Processing Time is not achieved: 0.5% of the monthly fee (pro 

rata) per failure, by 0.1% or part thereof, to achieve the agreed availability, albeit up to a maximum of 

100% of the monthly fee; 

• if the longest uninterrupted downtime is overrun during the Primary Processing Time: 5% of the 

monthly fee (pro rata) per overrun, albeit up to a maximum of 100% of the monthly fee; 

• if Supplier does not meet the Response Time targets for a Fault Class 1 issue during Primary Pro-

cessing Time: 5% of the monthly fee (pro rata) per overrun, albeit up to a maximum of 100% of the 

monthly fee. 

This will not apply if the Supplier is not responsible for the failure to achieve the availability/for the overrun of 

the downtime/reaction time. The value of the total Service Level Credits owed to Customer will, at Supplier's 

discretion, either be paid out to the Customer or offset against current invoices from the Supplier. 

The Service Level Credits shall be credited against any claims for damages by the Customer. Apart from claim-

ing Service Level Credits, the Customer may require the Supplier to continue to fulfil the Agreement. 

5 Other services of the Supplier, online user manual 

(1) The Supplier shall provide the Customer with new versions of the Application developed during the Agree-

ment term (in particular updates, upgrades or releases). The new versions may also contain extended func-

tionalities. 

The Customer shall not have the right to require new versions to be produced or to demand the inclusion of 

specific additional functionalities in the Application. 

(2) The Supplier shall provide the Customer with an online user manual for the Application. 

(3) Functionality Expansion Meisterplan AI: "Meisterplan AI" refers to all features or functions provided by the 

Supplier that are marked as AI and use artificial intelligence, machine learning, or similar technologies. To use 

Meisterplan AI, it must first be activated within the Customer's Meisterplan Application. With Meisterplan AI, 

recommendations, text generation, and analyses can be generated or made available. 

a) By activating Meisterplan AI, the Meisterplan data available in the Customer’s Meisterplan instance (includ-

ing, but not limited to, project field data and change log data) and user actions (“User Input”) are used by Meis-

terplan AI, and the Customer receives the resulting output (“AI Output”). When using Meisterplan AI, the Cus-

tomer retains sole ownership of the User Input and AI Output. The Customer bears sole responsibility and lia-

bility for their User Input and AI Output, including compliance with applicable laws and the terms of use herein. 

The Customer guarantees that the User Input and AI Output will not (i) violate applicable law; (ii) contravene 

the Meisterplan AI terms of use or this Agreement; or (iii) infringe upon the Supplier’s or third-party rights. 

b) The Supplier does not use the Customer’s User Input and/or AI Output to train machine learning models and 

does not permit third parties to do so. Data processed by Meisterplan AI remains within the same secure data 

processing context as all other Meisterplan data. 
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c) The Customer may use Meisterplan AI only within the scope of the Agreement's purpose. The Customer 

may not use Meisterplan AI or AI Output to (i) develop foundational models or other large-scale models that 

compete with Meisterplan or Meisterplan AI, (ii) mislead any person into believing that the output of the service 

was generated solely by humans, (iii) make automated decisions that could adversely affect individual rights 

without appropriate human oversight, or in any way that (iv) infringes upon the Supplier’s or third-party rights, 

or (v) violates technical documentation, usage policies, or parameters. If violations by the Customer lead to the 

classification of Meisterplan AI as a high-risk AI system under the EU AI Act, the responsibility lies solely with 

the Customer. No claims against the Supplier may arise from this, and liability is excluded. 

d) Notwithstanding any other agreements between the Customer and the Supplier, the Supplier is entitled to 

collect and use data from the Customer in Meisterplan and data about the Customer’s interaction with or use 

of Meisterplan AI, including the size of User Input and/or AI Output tokens, to (i) improve and further develop 

Meisterplan AI and (ii) provide the Customer with Meisterplan AI functionality. 

e) THE SUPPLIER MAKES NO WARRANTIES OR GUARANTEES REGARDING THE RESULTS THAT CAN BE 

ACHIEVED THROUGH THE USE OF MEISTERPLAN AI, OR THE ACCURACY OR SUITABILITY OF INFORMATION 

(INCLUDING BUT NOT LIMITED TO DESIGNS, WORKFLOWS/PROCESSES, OR OTHER DATA) OBTAINED VIA 

MEISTERPLAN AI. THE CUSTOMER UNDERSTANDS AND AGREES THAT RELIANCE ON SUCH INFORMATION 

OBTAINED THROUGH MEISTERPLAN AI IS AT THE CUSTOMER'S OWN RISK. THE SUPPLIER EXPRESSLY AD-

VISES THE FOLLOWING: DO NOT RELY ON FACTUAL ASSERTIONS FROM AI OUTPUT WITHOUT INDEPEND-

ENT VERIFICATION OF THE FACTS. DO NOT RELY ON AI OUTPUT WITHOUT INDEPENDENTLY VERIFYING 

ITS FUNCTIONALITY AND SUITABILITY FOR YOUR NEEDS. SUCH INFORMATION, SUGGESTIONS, OR RE-

SULTS OBTAINED THROUGH MEISTERPLAN AI SHALL NOT GIVE RISE TO ANY LIABILITY OR WARRANTY ON 

THE PART OF THE SUPPLIER UNLESS EXPRESSLY AGREED TO IN WRITING BY THE SUPPLIER. THE LIABIL-

ITY PROVISIONS OF THIS AGREEMENT REMAIN UNAFFECTED. 

f) Unless explicitly agreed otherwise in writing with the Customer, the Supplier reserves the right to further de-

velop, modify, or deactivate Meisterplan AI for significant reasons. This may affect the functionality of Meister-

plan AI and Meisterplan as well as pricing and editions. 

g) Notwithstanding any other agreements between the Customer and the Supplier, downtime of Meisterplan AI 

resulting from a third-party service outage shall not be included in the calculation of the availability guarantee 

under these Agreement. 

h) With regard to the use of Meisterplan AI, the Customer is additionally referred to the applicable Privacy Pol-

icy provisions of the Supplier. 

6 Rights of use, rights of the Supplier in the event that rights of use are exceeded 

(1) The Customer shall receive a simple, non-exclusive right of use for the Application, which may not be the 

subject of a subsidiary license and shall be non-transferable, shall be limited in time to the term of the Agree-

ment in accordance with these Terms of Service. 
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The Customer may only use the Application for its own commercial activities involving its own staff or 

agents, including staff or agents from affiliated companies. 

(2) The Customer may only use the Application according to the number of resources stated in Clause 1 (4) 

of this Service Contract. 

(3) The Customer shall have access to one (1) environment. No additional environments will be provided for 

testing or quality assurance purposes. These may be ordered as required for an additional charge. 

(4) The Customer shall have no rights other than those explicitly granted to it above. In particular, the Cus-

tomer shall not be entitled to use the Application beyond what is agreed or to allow its use by third parties, or 

to make the Application accessible to third parties. 

(5) If the Customer does not comply with the obligations under Clause 6 (1) to (4) of this Service Contract, the 

Supplier may block the Customer’s access to the Application or the Application Data, if this demonstrably pre-

vents continuation of the noncompliance. 

If, despite a written warning by the Supplier, the Customer continues the noncompliance described under 

Clause 6 (1) to (4) of this Service Contract, or is responsible for their continuation or repetition, the Supplier 

may terminate the Agreement for cause without notice. 

7 Fee and payment 

(1) The Customer shall pay the Supplier the fee for use shown in the Agreement, plus any required value added 

tax at the statutory rate, for the services to be provided, namely granting use of the Application. 

(2) The fee is due for payment in advance of service at the times set out in the Agreement. 

(3) The Supplier shall be entitled to reasonably increase the agreed upon prices for the contractual services in 

order to meet staffing costs, energy costs and other cost increases. The Supplier shall notify the Customer of 

a price increase in advance, in writing or via email; at least 4 weeks prior to a contract renewal. The price in-

crease will not apply retroactively but only to the subsequent renewal period. 

The prices may not be increased within 12 months of the effective date of conclusion of the Agreement. 

(4) If entering into a paid Agreement (thus the exception of trial versions), the Customer hereby grants to the 

Supplier the right to use the Customer’s company logo in marketing materials such as the Supplier’s website 

solely to identify the Customer as a Meisterplan customer. This permission may be revoked informally by 

sending an e-mail to mail@meisterplan.com. The Supplier shall not use the Customer’s logo without prior writ-

ten permission in any other manner. 

(5) The Customer's rights of retention and refusal to perform are excluded unless the Supplier does not dis-

pute the underlying counterclaims or such counterclaims have been legally established. 

8 Customer’s duties of cooperation 
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(1) The Customer shall fulfill all duties and obligations that are required in order to process the Agreement. 

The Customer undertakes in particular: 

1. not to disclose the use and login credentials assigned to it or the users, to prevent them from being 

accessed by third parties and not to pass them to unauthorized users; 

2. to protect the user IDs, passwords and the like through appropriate and customary means; the Cus-

tomer shall notify the Supplier promptly in the event of any suspicion that the access data and/or 

passwords may have become known to unauthorized third parties; 

3. to adhere to the restrictions/obligations in relation to the rights of use set out in Clause 6 of this Ser-

vice Contract; and in particular: 

• not to retrieve or allow retrieval of any information or data without authorization, or to interfere 

with or allow interference with programs operated by the Supplier, or to infiltrate or promote 

infiltration into the Supplier’s data networks without authorization; 

• to indemnify the Supplier in the event of claims by third parties that result from the unlawful 

use of the Application by the Customer, or that arise out of disputes under data protection 

law, copyright law or other legal disputes brought about by the Customer, which are associ-

ated with the use of the Application; 

• to require authorized users to also adhere to the provisions of the Agreement and of these 

Terms of Service that apply to them; 

• to inform the authorized users of the processing of their personal data by the Supplier in ac-

cordance with Art. 13 and 14 GDPR. 

4. to check data and information for viruses before sending them to the Supplier and to install state-of-

the-art antivirus software; 

5. where possible, create their own backup copies of their data and information to enable reconstruction 

in the event of loss; 

6. to promptly declare to the Supplier any defects in the contractual services, in particular defects in the 

services described in Clause 1 of this Service Contract; 

9 Data security, data protection 

(1) The Parties shall observe the data protection provisions applicable to them, in particular those that are valid 

in Germany, including Regulation (EU) 2016/679 (General Data Protection Regulation). 

(2) If the Customer gathers, processes or uses personal data, it shall be answerable for the fact that it is enti-

tled to do so under the applicable legal provisions, in particular those under data protection law, and shall in-

demnify the Supplier for claims by third parties in the event of a breach of such provisions. 
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(3) Where the Supplier processes data as a processor pursuant to Article 28 of the GDPR, the special provi-

sions of the Data Processing Agreement (Part II of these Agreement) shall apply. Such subcontractors are 

listed in a separate document. 

(4) In the context of performing this Agreement, a distinction is to be made between the following categories 

of data, some of which may include personal data. These data are processed by the Supplier based on the per-

formance of the contract and pre-contractual inquiries pursuant to Article 6(1)(1)(b) GDPR, and on the basis of 

legitimate interests pursuant to Article 6(1)(1)(f) GDPR. Information on general data subject rights and reten-

tion periods can be found in the Supplier’s privacy notice, available at https://meisterplan.com/trust-center/pri-

vacy-and-data-protection/ . A detailed overview of retention periods in connection with the use of subcontrac-

tors can be accessed at https://meisterplan.com/trust-center/subcontractors/ . 

Personal Data processed by the Supplier: 

1. Data of the Customer’s contact persons (e.g., name, address, telephone number, fax number, email address) 

and payment data (e.g., bank details, invoices, payment history), as well as contractual data (e.g., subject mat-

ter of the Agreement, term, customer category) for the purpose of contract execution, in particular for license 

billing. Purpose of processing is the performance of the Agreement with the Customer. 

2. Data on the usage behavior of the Customer’s users, collected through server logs, which may include infor-

mation such as IP address, timestamps, or web requests. Purpose of processing is the error detection and 

correction, threat prevention, and ensuring the technical operation of the Application. 

3. (Statistical) data regarding the use of the Application. These data do not include any content entered by us-

ers within the Application. The data may contain user-triggered actions, timestamps, information about the 

web browser used, the internal ID of the respective database, a session ID, a non-reversible user identifier, or a 

cookie ID generated on the website. Purpose of processing is the continuous provision of the service, adapta-

tion to evolving user needs, improvement of the user experience within the application, and optimization of the 

Supplier’s internal processes. 

4. Application data, i.e., data entered by the Customer during use of the Application. These data are processed 

on behalf of the Customer in accordance with Article 28 GDPR under the Data Processing Agreement (Part II 

of these terms). 

(5) The obligations pursuant to Section 9 shall continue to apply as long as personal data remain within the 

Supplier’s sphere of control, including beyond the termination of the Agreement. 

10 Claims in the event of defective performance 

In the event of defective performance, the Customer shall be entitled to the claims according to Clause 4 of 

this Service Contract (Service levels). The no-fault liability for defects already existing at the time of contract 

conclusion pursuant to § 536a (1) BGB is excluded. In all other respects the statutory provisions for material 

and legal defects shall apply. 
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11 Confidentiality 

(1) The Parties mutually agree to treat all knowledge of business secrets and other confidential information of 

the respective other party acquired within the scope of the contractual relationship as confidential for an un-

limited period of time and to use such information exclusively for the purposes of implementing the Agree-

ment. 

(2) Confidential information refers to information that a reasonable third party would deem worthy of protec-

tion or that is explicitly designated as confidential; this may also include information disclosed orally or visu-

ally. Confidential information may only be used or exploited for the purpose of fulfilling the obligations under 

the Agreement. The obligation of confidentiality does not apply to information that was lawfully known to the 

parties prior to the Agreement or becomes known outside of the Agreement without violating a confidentiality 

obligation. 

(3) Upon request by the disclosing party, the receiving party must promptly destroy or return the confidential 

information of the disclosing party, including any copies and reproductions thereof, unless applicable law re-

quires its retention. In such cases, the confidential information will remain subject to the provisions of § 11.  

12 Liability 

(1) In all cases of contractual and non-contractual liability, the Supplier shall provide compensation for dam-

ages or reimbursement of wasted expenditures only to the extent specified below: 

a) The Supplier is liable without limitation for damages caused by intent, gross negligence, compensation for 

the infringement of third-party intellectual property rights, and any culpable injury to life, body, or health, as well 

as in all cases where German law mandates unlimited liability (e.g., unlimited liability under the Product Liabil-

ity Act - Produkthaftungsgesetz). 

b) Unless otherwise agreed, in all other cases not covered by § 12 (1) a), the Supplier's annual liability is limited 

as follows: 

(i) per individual damage event to the greater of (i) one hundred percent (100%) of the annual remuneration 

under the agreement or (ii) EUR 50,000 (fifty thousand euros); 

(ii) for all damage events under the Agreement collectively per contract year to the greater of (i) one hundred 

fifty percent (150%) of the annual remuneration under the Agreement or (ii) EUR 150,000 (one hundred fifty 

thousand euros). 

(2) For negligent breaches of data protection regulations, the Supplier is liable up to EUR 500,000 per contract 

year. This liability cap for data protection violations is a separate cap and independent from the caps men-

tioned above. 

(3) The liability limitations pursuant to § 12 (1) b) i and 12 (1) b) ii apply provided that the aforementioned caps 

must in no case be lower than the amount actually reimbursed by an insurance policy and/or subcontractors 
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of the Supplier. Under no circumstances shall the Supplier be liable to the Customer for lost profits, loss of rep-

utation, or loss of goodwill. 

(4) All claims for damages or reimbursement of wasted expenditures against the Supplier, whether contractual 

or non-contractual, are subject to a limitation period of one year. The limitation period begins at the time speci-

fied in § 199 (1) BGB. It shall expire no later than five years after the claim arises. The provisions of sentences 

1 to 3 of this paragraph do not apply to liability for intent, gross negligence, damages to life, body, or health, or 

under the Product Liability Act - Produkthaftungsgesetz. The differing limitation period for claims due to mate-

rial and legal defects under this Agreement remains unaffected by this paragraph 

13 Proprietary rights of third parties 

(1) The Supplier hereby guarantees that the Application is free from industrial property rights and copyrights of 

third parties. 

If a third party asserts justified claims against the Customer owing to the infringement of proprietary rights by 

the Supplier’s Application, the Supplier shall be liable towards the Customer as follows: 

1. The Supplier shall, at its own discretion and at its own expense, either obtain a right of use for the Ap-

plication or the relevant part of the Application, or change the Application in such a way that the propri-

etary right is not infringed, or exchange the Application. If it is not possible for the Supplier to do so 

under reasonable conditions, then the Customer may avail itself of the statutory rights to withdraw 

from the Agreement or demand a reduction. 

2. In the event of a legitimate claim being made against the Customer by a third party, the Supplier shall 

release the Customer from the costs that have arisen through the raising of these third-party claims 

(including reasonable lawyers’ fees, which shall be limited, where applicable, in accordance with the 

Rechtsanwaltsvergütungsgesetz (German Law on the Remuneration of Attorneys). 

3. The Supplier’s obligation to pay damages is based on Clause 12 of this Service Contract. 

The Customer undertakes to notify the Supplier promptly, in writing or by e-mail, of the claims being asserted 

by third parties; the Supplier reserves the right to take all defensive measures and to conduct settlement nego-

tiations. If the Customer discontinues use of the Application in order to reduce the damage for other important 

reasons, it shall be obliged to point out to the third party that the discontinuation of use does not constitute 

acknowledgement of an infringement of a proprietary right. 

 

(2) Claims against the Supplier in accordance with Clause 13 (1) of this Service Contract shall be excluded if 

1. the Customer is responsible for the infringement of the proprietary right, 

2. the assertion of an infringement comes about through unauthorized modification of the Application by 

Customer or is associated with such a modification not attributable to the Supplier, 
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3. the Application is not used in accordance with the provisions of the Agreement and of these Terms of 

Service or in accordance with the Application documentation. 

4. the alleged infringement could have been prevented through the Customer’s use of an update, up-

grade or patch released by the Supplier, 

5. the alleged infringement results from the use of the Application with a product from a third-party sup-

plier that has not been made available by the Supplier. 

(3) Further claims of the Customer against the Supplier and its vicarious agents owing to claims resulting from 

the infringement of proprietary rights of third parties are excluded. 

14 Entering into the Agreement, start of the Agreement, term, termination 

(1) The Customer makes an order by clicking the button “Order Now” on the Meisterplan Webshop or through 

other forms of communication. 

The Agreement is executed and the contractual relationship shall commence with the acceptance of the Cus-

tomer`s order by order confirmation of the Supplier. 

(2) The Agreement shall have the minimum term as agreed in the Agreement and may not be the subject of 

ordinary termination prior to that point. 

The Agreement shall be extended by further periods of the originally agreed term unless terminated by one of 

the Parties at the end of the minimum term or the extension period in question. The Parties may agree in writ-

ing upon a different notice period for termination of the Agreement. 

(3) This shall not affect the right of the Parties to terminate the Agreement for cause. 

15 Duties during and after the end of the Agreement 

When the contractual relationship ends, all the Customer’s rights to use the Application shall lapse. The Sup-

plier shall delete the Customer’s Application Data no later than 30 days after the end of the Agreement. 

16 Force majeure, delays in performance of the service 

The Supplier shall not be liable for delays in performance of the service due to force majeure, which shall in-

clude events that make it significantly more difficult or impossible for the Supplier to perform the services un-

der the Agreement, including in particular strike, lockout, official orders, failure of, or problems associated with, 

communication networks and gateways of other operators, inasmuch as the Supplier was not responsible for 

such events. 

Such events shall entitle the Supplier to postpone or interrupt the services for the duration of the hindrance. 

17 Exclusion of Services in Case of Sanctions 
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(1) Sanctions. Customers who are listed on a sanctions list of the European Union or the Federal Republic of 

Germany, or who are domiciled in a country subject to general sanctions by the European Union or the Federal 

Republic of Germany, are excluded from the Supplier's services. 

(2) International Sanctions. The Supplier reserves the right to exclude Customers from its services who, either 

themselves or whose country of residence, are listed on sanctions lists of other states. This applies particu-

larly if a contractual relationship with such Customers could result in potential legal or financial consequences 

for the Supplier. 

(3) If a contractual relationship has nonetheless been established, or sanctions affecting the Customer arise 

during an existing contractual relationship, the Supplier has the right to terminate the Agreement extraordinar-

ily. 

(4) In the event of exclusion or extraordinary termination due to sanctions as described above, the Supplier is 

not liable for damages or losses. 

 

18 Final provisions, place of jurisdiction, governing law 

(1) All agreements, ancillary agreements and assurances, as well as subsequent amendments and supple-

ments to the Agreement and/or these Terms of Service require a corresponding agreement between the Par-

ties. 

(2) If a provision of the Agreement and/or of these Terms of Service is or becomes ineffective or is incomplete, 

this shall not affect the remainder of the Agreement; the remaining provisions shall remain effective. 

In such a case, and in the case of loopholes that the Parties have not foreseen, the Parties shall agree on a pro-

vision that best fulfills the intent and purpose of the Agreement and these Terms of Service and that reflects 

those of the invalid provision as closely as possible. 

(3) The Agreement and these Terms of Service shall be governed by the law of the Federal Republic of Ger-

many, to the exclusion of the UN Convention on Contracts for the International Sale of Goods (CISG). 

(4) If the prerequisites for a choice of forum agreement pursuant to §§ 38, 40 ZPO are met, the exclusive place 

of jurisdiction for all disputes concerning the validity of the Agreement and arising from the contractual rela-

tionship shall be Tübingen, Federal Republic of Germany. 

 

Part II – Data Processing Agreement 

1 Scope of application 



Terms of Service 

meisterplan.com   14 

(1) The parties agree that the Supplier shall act as a processor for the Customer when providing the services, 

insofar as the Supplier processes Application Data for the Customer (cf. the definition of Application Data in 

Clause 2 (2) of the Service Contract (Part I of these Terms of Service). 

(2) It is noted that the Supplier can process personal data of the Customer which are not the subject of this 

Data Processing Agreement, since the Supplier acts as a Controller in this respect. This concerns, for example, 

data for billing and license management, or automatically collected statistical data. For details, reference is 

made to the provisions in Clause 9 (3) of the Service Contract (Part I of these Terms of Service). It is ensured 

that this data is kept separate from the Application Data provided for processing. In addition, reference is 

made to the Supplier’s data protection information. 

 

 

2 Subject of the Data Processing Agreement 

The Supplier will process personal data for the Customer within the meaning of Art. 4, Cl. 2 and Art. 28 of the 

General Data Protection Regulation (GDPR) for purposes of this Data Processing Agreement. 

3 Duration of the Data Processing Agreement 

(1) The term of this Data Processing Agreement corresponds to the duration of the Agreement. 

(2) The Customer may terminate the Agreement at any time without notice if the Supplier commits a serious 

breach of this Data Processing Agreement, the Supplier cannot or does not want to carry out instructions from 

the Customer, or the Supplier refuses to honor the contracting rights of the Customer stipulated within this 

Data Processing Agreement. 

4 Type and purpose of processing, type of personal data, and categories of af-

fected persons 

(1) The subject of this Data Processing Agreement is personal Application Data which the customer enters 

into the Application in order to manage it there. 

(2) The type of processed personal Application Data is basically determined by the Customer. Meisterplan of-

fers the entry of first name, last name, e-mail address, role, start and end of employment, postal code and city 

(no personal address), skills and project planning. The Customer is obliged not to enter any special categories 

of personal data within the meaning of Article 9 GDPR in the Application. 

(3) Typically, the data subjects are internal employees, external employees, and suppliers of the Customer. The 

Customer determines the categories of data subjects at the time of data entry. In principle, data of all catego-

ries of data subjects can be processed. 
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5 Rights and obligations as well as authority of the Customer 

(1) The Customer alone is responsible for the assessment of the permissibility of data processing in accord-

ance with Art. 6, Para. 1 of the GDPR as well as for the protection of the rights of the data subjects in accord-

ance with Art. 12 to 22 of GDPR. Nevertheless, the Supplier is obliged to promptly forward all such requests to 

the Customer if they are clearly directed to the Customer alone. Changes to the type of data that is processed 

and changes to procedure must be coordinated jointly by the Customer and the Supplier, and they must be 

defined in writing or in an electronic format. 

(2) The Customer usually issues all orders, partial orders, and instructions in writing or in an electronic format. 

Verbal instructions must be confirmed promptly in writing or in an electronic format. 

(3) The Customer may request proof that the Supplier’s technical and organizational measures comply with 

the obligations set out in this Data Processing Agreement before the start of processing under this Data Pro-

cessing Agreement and thereafter at regular intervals within reason. 

(4) The Customer informs the Supplier promptly if it finds any errors or irregularities during the validation of 

any data processing results. 

6 Obligations of the Supplier 

(1) The Supplier will process the personal Application Data provided for processing only in accordance with the 

agreements and instructions of the Customer, unless it is required to process this data in a different way under 

a European Union or member state law to which the Supplier is subject as a data processor (e.g., as required 

by investigations by law enforcement or state protection authorities); in such a case, the Supplier will inform 

the Customer of these legal requirements prior to processing, unless the law prohibits such communication 

because of an important public interest (Art. 28, Para. 3, Cl. 2 (a) of the GDPR). 

(2) The Supplier will not use the personal Application Data provided for processing under this Agreement for 

any other purpose, and in particular for its own purposes. Copies or duplicates of this Application Data may 

not be produced without the knowledge of the Customer. 

(3) The Supplier guarantees that the Application Data that is processed for the Customer will be kept strictly 

separate from other data. 

(4) In respecting the rights of data subjects in accordance with Art. 12 to 22 of the GDPR on behalf of the Cus-

tomer, and when preparing the lists of processing measures as well as when the Customer performs required 

data protection follow-up assessments, the Supplier must cooperate to the extent necessary to support the 

Customer as much as reasonably possible (Art. 28, Para. 3, Cl. 2(e) and (f) of the GDPR). 

(5) The Supplier must inform the Customer without delay if, in its opinion, an instruction issued by the Cus-

tomer violates statutory provisions (Art. 28, Para. 3, Cl. 3 of the GDPR). The Supplier may suspend the execu-

tion of the relevant instruction until it has been confirmed or changed by the Customer after verification of the 

Supplier’s objections. 
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(6) The Supplier will amend, cancel or restrict the processing of personal Application Data resulting from the 

Data Processing Agreement if the Customer so requests by issuing an instruction and the legitimate interests 

of the Supplier are not violated by this instruction. 

(7) The Supplier may only disclose personal Application Data that are subject to this Data Processing Agree-

ment to third parties or data subjects after prior instruction or approval by the Customer. 

(8) The Supplier agrees that the Customer is entitled (on the basis of an advance appointment) to monitor 

compliance with the provisions on data protection and data security as well as the contractual agreements to 

the appropriate extent and as required by third parties commissioned by the Customer, in particular by obtain-

ing Information and access to the Supplier’s stored Application Data and the data processing programs as well 

as on the basis of inspections (Art. 28, Para. 3, Cl. 2(h) of the GDPR). 

(9) The Supplier warrants that it will assist, as necessary, in observing these controls. 

(10) The Supplier undertakes to maintain confidentiality when processing the Customer’s personal data pro-

cessing of Application Data under this Data Processing Agreement. This provision will remain in force after the 

end of the Agreement. 

(11) The Supplier warrants that it will inform its employees that will carry out data processing of the relevant 

data protection provisions before commencing their work on processing data under this Data Processing 

Agreement, and that it will commit them to maintaining confidentiality of the data during their employment as 

well as after the termination of their employment relationship (Art. 28, Para. 3, Cl. 2 (b) and Art. 29 of the 

GDPR). 

(12) The Supplier will monitor compliance with the data protection regulations at its company. 

(13) The currently appointed Data Protection Officer can be viewed at https://www.meisterplan.com/privacy-

and-data-protection/. 

7 Reporting obligations of the Supplier in case of processing delays and personal 

data breaches 

(1) The Supplier will promptly notify the Customer of any disruptions, violations of the data protection provi-

sions or the stipulations specified in this Data Processing Agreement that are committed by the Supplier or 

persons who are employed by it, as well as of suspected data breaches or irregularities in how personal Appli-

cation Data has been processed. 

(2) This also applies in particular to any notification and reporting obligations of the Customer in accordance 

with Art. 33 and Art. 34 of the GDPR. The Supplier undertakes to provide the Customer with appropriate sup-

port to carry out its duties under Art. 33 and 34 of the GDPR (Art. 28, Para. 3, Cl. 2 (f) of the GDPR). 

(3) The Supplier may only send notifications as defined in Art. 33 or 34 of the GDPR on behalf of the Customer 

in accordance with prior instructions. 

https://meisterplan.com/privacy-and-data-protection/
https://meisterplan.com/privacy-and-data-protection/
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8 Subcontracting relationships with subprocessors (Art. 28. Para. 3, Cl. 2(d) of the 

GDPR) 

(1) The Supplier may only hire subprocessors to process Application Data at the express permission of the 

Customer (Art. 28, Para. 2 of the GDPR). The Supplier must ensure that it carefully selects its subprocessor 

while ensuring that the subprocessor has taken appropriate technical and organizational measures within the 

meaning of Art. 32 of the GDPR. 

(2) Depending on the location from which the Customer registers, the Supplier decides on the data center loca-

tion. Application Data of customers whose IP address indicates an EU location will be hosted at a location 

within the EU or EEA. For all other locations, the Supplier reserves the right to freely determine the location of 

the data center, including the right to process the data in the USA or other third countries. 

The hiring of subprocessors, or additional processing of the Customer’s personal data, is only allowed in third 

countries if the special requirements of Art. 44 et seq. of the GDPR are met. 

(3) The Supplier shall ensure that the agreed upon regulations between the Customer and the Supplier also 

apply to subprocessors to the extent that a level of protection corresponding to the GDPR is guaranteed. The 

parties make it clear that this does not imply any obligation on the part of the Supplier to impose the provi-

sions of this Data Processing Agreement on the subprocessor in the same wording. If several subprocessors 

are used, this shall also apply to the responsibilities between these subprocessors. 

(4) The agreement with the subprocessor must be made in writing, though it may be made in an electronic for-

mat (Art. 28, Para. 4 and Para. 9 of the GDPR). 

(5) Data may only be forwarded to the subprocessor if the subprocessor has fulfilled the obligations stipulated 

in Art. 29 and Art. 32, Para. 4 of the GDPR with regard to its employees. 

(6) The Supplier will be liable to the Customer for ensuring that its subprocessor complies with the data pro-

tection obligations that are contractually imposed by the Supplier in accordance with relevant sections of the 

Data Processing Agreement. 

(7) The current list of the Supplier’s subprocessors is available at https://meisterplan.com/subprocessors/. 

The Customer agrees to their employment. 

(8) In accordance with Art. 28. Para. 2, Cl. 2 GDPR, the Supplier may hire additional subprocessors. In this case, 

the Supplier shall inform the customer by e-mail 30 days before data is shared with the subprocessor The Cus-

tomer is entitled to object to the aforementioned engagement on substantive grounds within 30 days of receiv-

ing the individual notification. If no timely objection is made, the Supplier will subsequently update the list avail-

able at https://meisterplan.com/subprocessors. It is also clarified that the Customer will only be notified when 

subprocessors are engaged who will have access to the Customer's personal data. 

(9) In case the Customer reasonably objects to the appointment of another sub-processor within 30 days upon 

receipt this information, the parties will come together in good faith to discuss an appropriate solution. If such 

solution can not be reached within a minimum period of 90 days from the date of the Customer’s objection, 

https://meisterplan.com/subprocessors/
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the Customer shall have the right to terminate the Agreement and request a pro-rated refund of prepaid un-

used fees. 

9 Technical and organizational measures in accordance with Art. 32 of the GDPR 

(Art. 28, Para. 3, Cl. 2(c) of the GDPR) 

(1) An adequate level of protection is provided to counteract the risks to the rights and freedoms of persons 

whose data is processed during the course of processing of data under this Data Processing Agreement. For 

this purpose, the protection objectives of Art. 32, Para. 1 of the GDPR, including confidentiality, integrity, and 

ensuring the availability of the systems and services and their resilience with regard to the type, scope, circum-

stances, and purpose of the processing are taken into account when choosing appropriate technical and or-

ganizational corrective measures that permanently reduce risk. 

(2) Appendix 1 (“Technical and Organizational Measures”) lists the Supplier’s technical and organizational 

measures. 

(3) The measures that are taken by the Supplier may be subjected to further technical and organizational re-

finement in the course of the performance of the Data Processing Agreement, but they must not fall short of 

the agreed standards. 

(4) The Supplier and the Customer must agree upon any significant changes in documented form (in writing or 

electronically), insofar as these changes affect the provision of the service. Such coordination must be main-

tained for the duration of this Data Processing Agreement. 

10 Obligations of the Supplier after the completion of processing of data under this 

Data Processing Agreement (Art. 28, Para. 3, Cl. 2(g) of the GDPR) 

(1) After completion of processing of Application Data under this Data Processing Agreement, the Supplier 

must delete all Application Data that the Customer transferred for processing. 

(2) This is achieved by configuring the automatic deletion of the Application Data upon the expiration of thirty 

(30) days after the termination of the contractual relationship. For details, reference is made to the provisions 

of Clause 14 of the Service Contract (Part I of these Terms of Service). 

11 Liability 

Please refer to Art. 82 of the GDPR. 

 

Appendix 1: Technical and Organizational Measures 

The following technical and organizational measures are carried out by the Supplier in the Meisterplan division. 



Terms of Service 

meisterplan.com   19 

Access control 

1. Every user access to data processing equipment and systems is only possible via user authentication 

using a password or through a Single-Sign-On (SSO) solution. 

2. Password Policy as per Active Directory Policy. 

3. Access to the central Customer Relationship Management System is linked to the employee’s user 

account via SSO technology. 

4. Levels of user access are managed and created by assigning user privileges. 

5. Computer screens are locked after 5 minutes of inactivity as per the user policy. 

6. VPN access granted to selected employees working from outside the company network. 

7. Chip card locking system and security locks. 

8. Allocation, collection, and blocking of chip cards are all centrally controlled. 

9. Access control at the reception desk. 

10. Each building level is separately secured by chip card access. 

11. Guest cards. 

12. The vehicle and pedestrian entrances to the underground garage are kept under video surveillance. 

13. The pedestrian entrance to the Supplier’s underground garage is secured with an alarm system. 

14. Server rooms may only be accessed by IT department employees and company executives, and the 

entrances to these areas are specially secured. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. Two-factor authentication is used for password management software and the AWS hosting provider. 

2. Only secure passwords are allowed for applications, and these are managed using password manage-

ment software. 

3. Administrative access to the AWS console is logged. 

For the security guidelines of the AWS Computing Center, see: : https://aws.amazon.com/compliance/data-

center/controls/ 

Data storage media control 

https://aws.amazon.com/compliance/data-center/controls/
https://aws.amazon.com/compliance/data-center/controls/
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1. Employees who work in public places use screen protectors on their laptops. 

2. Clean desk policy. 

3. The hard drives of notebooks/laptops are encrypted. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. At Meisterplan no data storage media are sent to third parties or received from third parties. All data is 

exchanged using a file-sharing platform that utilizes an access rights and deletion concept and is ac-

cessible using a secure connection. 

2. The use of USB sticks to process customer data is not allowed at Meisterplan. 

Storage control 

1. Every user access to data processing equipment and systems is only possible via user authentication 

using a password or through a SSO solution. 

2. Access to the central Customer Relationship Management System is linked to the employee’s user 

account via SSO technology. 

3. In the central Customer Relationship Management System access to the system and data changes 

are logged. 

4. The changes to user authorizations in the central Customer Relationship Management System are 

manually logged in the administration interface. 

5. Levels of user access are managed and created by assigning user privileges. 

6. Workstation computer screens are locked after 5 minutes of inactivity as per the user policy. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. Test data is stored separately from production data. Specifically, this means that the Meisterplan Con-

tinuous Integration Cluster is kept separate from the Production Cluster. 

2. Meisterplan Application Data backups are only transported/stored in an encrypted state. The backups 

are stored in the respective region (USA/Germany). 

3. Application Data may only be used with the consent of the Customer for error reproduction or consult-

ing purposes. Data copies will be permanently deleted after the task that required use of this data has 

been completed. 

4. When data is transferred, it is always encrypted. 
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User control 

1. Every user access to data processing equipment and systems is only possible via user authentication 

using a password or through a SSO solution. 

2. Access to the central Customer Relationship Management System is linked to the employee’s user 

account via SSO technology. 

3. In the central Customer Relationship Management System access to the system and data changes 

are logged. 

4. The changes to user authorizations in the central Customer Relationship Management System are 

manually logged in the administration interface. 

5. Levels of user access are managed and created by assigning user privileges. 

6. Workstation computer screens are locked after 5 minutes of inactivity as per the user policy. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. Access permissions to internal Meisterplan applications (JIRA, Stash, etc.) are regularly revised and 

reissued. 

2. Only selected, long-standing, and specially trained and trusted employees of the Supplier have access 

to the Meisterplan AWS Production Infrastructure. A selection procedure is used to choose these em-

ployees. 

3. Administrative access to the Meisterplan AWS infrastructure is logged. 

4. Changes to how Meisterplan applications are deployed are logged via code versioning. 

Access controls 

1. Tool-assisted password management is utilized in all areas. 

2. All in-house applications that are accessible through a browser over the Internet have TLS protected 

connections. 

3. Protection against unauthorized access via the use of virus protection and firewall. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. The user permissions of the employees depend on the respective area of responsibility of each em-

ployee. (They are issued according to the “need-to-know” principle). 
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2. SSO is offered for Meisterplan customers. 

3. Meisterplan’s built-in authentication service ensures that Customer data can only be accessed by cus-

tomers and not by others. 

Transfer controls 

1. Data is only transferred over an encrypted connection. 

2. VPN access. 

Input controls 

1. Access to the system and data changes at the user level are logged in the central Customer Relation-

ship Management System. 

Transport controls 

1. There is no transport of physical data storage media containing unencrypted third-party data neither 

within itdesign nor to subcontractors of itdesign. 

2. Data storage media in notebooks is encrypted and secured with a password. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. At Meisterplan no data storage media are sent to third parties or received from third parties. All data is 

exchanged using a file-sharing platform that utilizes an access rights and deletion concept and is ac-

cessible using a secure connection. 

2. The use of USB sticks to process customer data is not allowed at Meisterplan. 

3. All access to the Application data via http or SSH is encrypted. 

Data recovery 

1. Backup and recovery concept. 

2. Backup operation control. 

3. Utilization of a RAID system/disk mirroring. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. Automated recovery of cloud computing resources in case of failure. 
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Reliability 

1. Acoustic alarm in case of UPS/server malfunction. 

2. Automatic notification in case of system failure. 

3. Backup power supply of all production servers. 

4. Annual training of employees on data protection guidelines. 

5. All employees sign the declaration on data secrecy (§5 of the German Federal Data Protection Act 

(BDSG)). From 05/25/2018 onwards, employees obligate themselves to confidentiality based on Arti-

cle 5 (1) et seq. and Article 32 (4) of the General Data Protection Regulation (GDPR). 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. High infrastructure redundancy (of computing, storage, and network resources) is provided through 

AWS. This ensures the very high availability of Meisterplan systems. 

2. The system and infrastructure are monitored through the recording of various metrics, evaluation of 

logs, performance of health checks on the systems, and use of an alerting system. 

3. An on-call technical support staff of 4 people (on rotation) is established and highly available. 

4. The high quality of the application is ensured by conducting tests at all levels (unit tests, integration 

tests, e2e tests, UI tests, and manual tests with test plans). The company employs trained QA staff. 

5. Incident management process with an improvement process. 

6. Security is built into the Meisterplan development process. External verification is provided by a spe-

cialized pen test service provider. 

Data integrity 

1. Backup and recovery concept. 

2. Backup operation control. 

3. Monitoring of production systems. 

Control of subprocessors 

1. Cleaning service providers are carefully selected. 

2. Employees who process the data of affected individuals are informed about the data processing 

agreements that have been concluded with the Client. 
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3. The employees that carry out processing of data under this Agreement are allowed to consult the data 

processing agreements, including the agreed technical organizational measures. 

4. The approved technical organizational measures are monitored through recurring internal data protec-

tion audits. 

5. Data processing agreements have been concluded with all subprocessors that are involved in pro-

cessing of data under this Agreement. 

Availability control 

1. There is a fire extinguisher in the server room. 

2. Devices for monitoring temperature and humidity have been installed in the server room. 

3. The server room is climate controlled. 

4. UPS system. 

5. The entire building is equipped with fire and smoke detection systems. 

6. Backups are kept in a secure, off-site location. 

7. Utilization of a RAID system/disk mirroring. 

In addition to the above mentioned measures, the Meisterplan division also carries out the following measures 

for the Customer: 

1. The system and infrastructure are monitored through the recording of various metrics, evaluation of 

logs, performing health checks on the systems, and use of an alerting system. 

2. An on-call technical support staff of 4 people (on rotation) is established and highly available. 

3. Reporting on availability statistics is available. 

4. For the security guidelines of the AWS Computing Center, see: https://aws.amazon.com/compli-

ance/data-center/controls/ 

Separation of equipment 

1. Test, development, and production systems are technically separated from each other. 

2. Access authorizations to customer and employment data are controlled via user rights as well as via 

logical separation (labels in the data records) in the central Customer Relationship Management Sys-

tem. 

Processing in compliance with instructions 

https://aws.amazon.com/compliance/data-center/controls/
https://aws.amazon.com/compliance/data-center/controls/
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In accordance with Art. 32 Para. 4 GDPR, it is to be ensured that employees and external service providers who 

have access to personal data process it only in accordance with the instructions of the person responsible. 

Therefore, the following measures are taken: 

3. Obligation of employees to maintain data secrecy 

4. Implementation of internal security guidelines 

5. Training 

Data Protection Management 

The following additional procedures for regular review, assessment and evaluation shall be used pursuant to 

Art. 32, Para. 1(d) GDPR; Art. 25, Para. 1 GDPR: 

6.  Data protection management according to the PDCA Method 

7. Incident response management 

8. Data protection-friendly default settings pursuant to Art. 25, Para. 2 GDPR 

 

 

 

 

 


